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Abstract 
Privacy violations can 
occur indirectly as a 
result of friends’ use of 
third party applications. 
However, current 
theory typically views 
privacy from a user-
user or user-application 
perspective. This 
research presents a 
method for discovering 
the nature and scope of 
data leakages that 
occur through friends’ 
ties to third party 
applications, and calls 
for another privacy 
perspective: user-
friend-application. 
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Introduction 
By reading the current literature on privacy, it appears 
as though most threats to data come from either 
external or internal factors. External factors include 
hackers, spammers, law enforcement, or the 
government. Internal factors most often relate to 
unintended disclosures, and the consequences of 
context collapse, a situation that is created when too 
much information is shared with a varied audience. 
However, if the lens is shifted, it seems clear that some 
of the most common threats to privacy are a 
combination of internal and external factors. These 
threats are found in the connections people make with 
their friends—connections that create pathways 
between third party apps (external factors) and the 
friends of friends who use them (internal factors). 

Copyright is held by the author/owner(s). 

Stacy Blasiola 
University of Illinois at Chicago 
Department of Communication 
1007 W. Harrison St.  
Behavioral Sciences Building 
#1149 
Chicago, IL 60607 
Sblasi2@uic.edu 
 
 



 

Despite a decline in the use of Facebook as a game 
platform, approximately 225 million monthly active 
users were engaging Facebook games throughout 2011 
[1]. This accounts to approximately one in four users—
and that’s just for games. For users who limit their use 
of third party applications as a result of privacy 
concerns, their actions are not enough. When a 
Facebook friend makes a connection to a third party 
app, that application may—and typically—asks for 
access to all of that person’s friends. The hypothetical 
story of Sarah and Jake illustrates the problem. Sarah 
is concerned about her privacy, so she uses only third 
party applications that ask for a minimum amount of 
her personal information. However, Sarah is Facebook 
friends with Jake. Jake likes to uses games and travel 
applications. When Jake agrees to connect to a 
particular third party travel application on Facebook, he 
agrees to give the app access to not just his own, but 
also his friends’ names, ages, genders, education 
levels, photos, and locations. As a friend of Jake’s, 
Sarah is unknowingly providing her information to the 
third party app despite the steps she’s taken to limit 
such applications’ access.  

The scenario above brings forth two issues: Sarah did 
not give consent to the application, nor is she aware of 
its access to the things she posts. The situation 
simultaneously calls forth a problem in the current 
debate about privacy literature: the apparent paradox 
between users’ stated privacy concerns and their 
actions [2, 5, 12]. It may be unfair to assume that 
users are aware of the extent to which their privacy is 
compromised, particularly in the case of third party 
apps. To be sure, previous research has shown a 
particular disparity between users’ understanding of 
permissions on third party apps on Facebook in 

particular [7]. As such, the primary goal of this paper is 
to call for a better understanding of how having friends 
on Facebook opens a backdoor to personal data, and to 
illustrate the types of data that are shared with third 
parties by friends on Facebook. Facebook offers a 
unique environment to study this particular 
phenomenon because it makes available both the apps 
that are in use and the friends who use them. To study 
mobile applications, comparatively, would require 
access to individual phones. Nevertheless, because of 
the overlap in third party internet and mobile 
applications, the findings of this study will extend well 
to third party privacy issues in other settings.  

Third Party Apps and Information Sharing 
on Facebook 
Debatin, Lovejoy, Horn, and Hughes describe two levels 
of Facebook. The visible part features the “innocent 
looking” areas were users post and read updates [3]. 
Conversely, the invisible part is “constantly fed by the 
data that trickle down from the interactions and self-
descriptions of the users in the visible part” [3, p. 88]. 
Although Facebook’s Platform policy forbids third party 
apps from using this kind of information for advertising, 
or from selling users’ information, there is no guarantee 
that third parties conform to the policy, or that the data 
is indefinitely secure [8]. Previous studies on third 
party apps in Facebook show that most apps request 
access to more information than is necessary and may 
even override users’ privacy settings to access the data 
[10, 11]. 

Perhaps compounding the problem, Facebook 
encourages users to allow third party apps to access 
their friends’ information. The Facebook privacy policy 
states, “Your friend list helps the application make your 



 

experience more social because it lets you find your 
friends on that application” [4]. Furthermore, users 
may not understand that rather than just accessing 
data through Facebook, third party apps are able to 
extract data [7].  

Privacy Control on Facebook 
Multiple studies have investigated various aspects of 
privacy and control on Facebook. Skilled users benefit 
the most from privacy controls [2, 7] but internet skill 
does not necessarily equate to privacy success. Privacy 
tactics include continually adjusting privacy settings for 
better control [9], limiting the audience for posts [3, 
12], providing false profile information, engaging in 
self-censorship, using the “block” function, deleting old 
posts, and untagging [12]. While these tactics may 
have some success preventing unwanted people from 
accessing personal information, the potential to block 
third party applications is less certain. Making matters 
worse, Facebook offers an all-or-nothing approach 
when it comes to third party applications: Users either 
turn off all Platform applications or leave the permission 
on [4].  

Problem Context 
As of yet, no studies have systematically determined 
the extent to which a user’s information is leaked to 
third parties by his or her friends. Hull, Lipford, and 
Latulipe argue that until the true nature and scope of 
the information exchange between users and third 
parties is understood, users will not question whether 
third party apps deviate from accepted norms [6]. 
Furthermore, King and colleagues found that users only 
become more privacy conscious after a first-hand 
negative experience [7]. Thus, users will continue to 
accept the terms of these applications until users 

understand what types of data transactions occur and 
how those transactions affect them as individuals. 
While previous literature views privacy primarily from a 
user-user or user-application perspective, I argue that 
a privacy theory should include views from a user-
friend-application perspective. From this position, any 
one user’s information is only as secure as the 
applications used by her least secure friend. To fully 
grasp the extent of the problem, however, more 
research is needed that illustrates the nature and scope 
of the data leakages that occur. 

  



 

Measuring Data Leakages Through 
Friendship Ties to Third Party Apps 
One way to measure privacy breaches that occur 
through third party apps is to expand a Facebook ego 
network to include bimodal data: From the ego, to its 
friends and the games and apps those friends use 
(Figure 1).  

Despite otherwise obfuscating the facts about third 
party apps, Facebook makes it very easy to see 
applications that are used by one’s friends in the 
Facebook App Center. These data can be scraped to 
create a graph that reveals which friends are connected 
to which apps. The hypothetical depiction in figure one 
shows that friends who connect to many apps are easily 
spotted. However, preliminary tests indicate that the 
network of friends to apps is dense, so that removing a 
few friends from one’s network will not necessarily 
reduce the number of leakages.  

However, by first generating a list of friends-to-
applications, we can then view the same network by 
showing the corresponding relations between friends’ 
private information (Birthday, Likes, Location, etc.) and 
the applications that request them (Figure 2). Because 
App Pages in Facebook list all the permissions an app 
requests, these data can also be scraped to show which 
apps request which permissions. Figure two lists only 
permissions that affect friends of a user. Data for figure 
two were compiled using Visual Web Ripper.  

All apps require that users share Basic Info, which 
includes the user’s social graph, which in and of itself is 
a significant piece of information. When apps move 
beyond collecting Basic Info, we can see that many 
apps make superfluous requests for friends’ 

information. For example, when a user connects to the 
Foursquare app through his Facebook account, 
Foursquare collects Facebook status updates and 
checkins that are shared with him by his friends. 
Amazon additionally collects the Likes and birthdays of 
users’ friends. The travel application Trip Advisor 
collects the friendship tie, the photos and status 
updates shared with the user, as well as the work 
history, locations, Likes, hometowns, and education 
history of the user’s friends.  

  

Despite the number of permissions requested by the 
applications, the people to whom the information 
belongs are never asked for consent nor are they 
notified of the exchange. 



 

Future Privacy Research 
By undertaking a graphic network analysis of a user’s 
Facebook social graph it is evident that: (1) The current 
theory must address privacy leaks that are made 
without consent, and (2) Users must be made aware of 
the information exchanges that occur with third party 
applications. By drawing awareness to the issue, users 
will be better equipped to understand the vulnerabilities 
posed by third party applications and theorists will 
better understand the nature and scope of the 
problems posed by third party apps. More and more the 
boundaries between online and mobile applications are 
blurring. Understanding how third party applications are 
invasive to users in the online space is but one step in 
the attempt to account for and create solutions to these 
emerging, networked privacy threats. 
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