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Researching social privacy on SNS 
through developing and evaluating 
alternative privacy technologies 

 

Abstract 
In this paper we argue that researching the social 
privacy practices of users on social network sites is 
necessary, but not sufficient in order to capture the 
essence of social privacy. Often the technology of social 
network sites is taken for granted. We contend that it is 
essential to focus more on alternative solutions when 
conducting social privacy studies, than those made 
available by social network sites providers. We support 
our claims through the research we conducted on the 
social privacy problem of invisible audiences.     
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Introduction 
When researching social privacy on social network sites 
(SNS), a distinction should be made between social and 
informational privacy. Social privacy is defined as “the 
control of information flow about how and when 
personal information is shared with other people” [1]. 
Informational privacy involves the use of personal 
identifiable information by a third party and service 
providers for commercial or other purposes, as input for 
personalization or surveillance [2,3].  
Much effort has been put into developing privacy 
enhancing technologies (PETs) – such as automatic 
anonymisation of data, encryption tools and cookie 
cutters – in the attempt to minimize the collection and 
use of personal data by third parties. As such, PETs 
challenge the modus operandi and norms of online 
social network providers. This question of crucial 
significance, however, is missing in social privacy 
research. Gürses and Diaz state that social privacy 
researchers should ask themselves “what can we offer 
users to enhance their ability to say what they want – 
including expressions that contest design, as well as 
social norms [4]?” By researching solely user practices 
as well as their use of social privacy management 
technologies provided by SNS providers, we not only 
acknowledge their social privacy policy, we also limit 
our view on social privacy.   
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In this paper we propose an alternative solution 
approach with the aim of broadening up the scope of 
the study of social privacy and its meaning. The social 
privacy problem of invisible audiences is used as an 
example.  
 
The deficit of social privacy research 
Recent research has indicated that users actively 
manage their account and privacy settings as well as 
develop strategies to protect their social privacy 
[5,6,7,8]. This does not mean, however, that the 
settings provided by SNS providers match the users’ 
needs and expectations and that the applied strategies 
are sufficient. Neither does it indicate that the users are 
aware of all the privacy issues all of the time. Liu found 
that “even when users have changed their default 
privacy settings, the modified settings only match 
expectations 39% of the time, indicating that even the 
users who are more privacy-aware have difficulty 
managing and maintaining their privacy settings 
correctly [9].”  
We should not forget that in an offline environment we 
often have more privacy by default [10], whereas in an 
online environment managing privacy becomes a time-
consuming chore, such as categorizing colleagues and 
family into different lists on Facebook or Twitter. In an 
offline environment this process is an unstated 
assumption. Moreover, managing and maintaining privacy 
has been routinized in our everyday offline lives, often 
making it an unconscious process, such as closing a door 
if we do not want to be disturbed. The specificities of SNS 
challenge the offline practiced privacy measures [10]. 
Users may, of course, employ different strategies in 
order to cope with online privacy issues, even beyond 
the existing privacy settings, such as hiding openly 
displayed information by limiting access to its meaning 

[6]. It is doubtful, however, whether this is sufficient or 
effective and comprehensive enough. The fact is that 
most of these strategies, in one way or another, are 
embedded in the social privacy policy of SNS providers. 
   
Alternative solution approach 
An alternative solution approach can overcome this 
apparent deficiency in the current social privacy 
research. Instead of researching the existing practices 
of users on SNS, we prefer to shift our attention to the 
study of a concrete social privacy problem that users 
experience on SNS and on how they could cope with 
this problem.    
Our research approach would need the following: (a) a 
formulation of the privacy problem, (b) an alternative 
or yet to be developed privacy technology for SNS and 
a clarification of its underlying assumptions and (c) a 
user-study that studies the social requirements of the 
proposed solution and/ or its assumptions. Social 
requirements reflect the social needs of users and the 
community they belong to in relationship with the 
technology they are using. By capturing the social 
requirements of the privacy technology, we argue that 
we can better understand the notion of social privacy.1 
  
Invisible audiences on SNS2  
(a) The way SNS are designed can potentially cause the 
invisible audience problem [10]. For example, a parent, 
who sees drunken photographs of his or her teenage 
                                                   

1 In reality this research approach has an iterative design, where 
the definition of the problem, the proposed solution and social 
requirements should be repeated time after time.   

2 It is beyond the scope of this paper to fully elaborate and 
answer for the research questions, population of study, 
selection procedure, analysis and results of this study. All 
information, however, is described in other work [11].  



 

 3 

son or daughter on Facebook, is an audience that the 
teenager probably did not have in mind. Hereby, the 
‘imagined’ audience and the ‘actual’ one do not 
necessarily overlap – completely.  
(b) Making SNS users aware of their audience 
(feedback and awareness tool) or allowing them to 
manage it in another way than is possible on current 
SNS (access control model) may make them more 
aware, or at least give them the opportunity to align 
the imagined audience with the actual one, thereby 
making the invisible audience more visible.  
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 1. The first phase of the card sorting session. 
 
 (c) In order to develop new feedback and awareness 
tools and/or access control models it is necessary to 
research what audience management strategies users 
employ when categorizing their friends as well as the 
reaction towards a visualization of their audiences.  
Using card sorting as a research method and a mind-
mapping tool for visualization (MindNode3), we asked 
the users to categorize 100 of their Facebook friends 

                                                   
3 http://mindnode.com/ 

that we chose ad random. Card sorting is often used to 
match the users’ mental model with that of a 
technology [12]. According to Slegers and Donoso  
“card sorting provides information about which items 
are missing, which items were not expected by end-
users, or which items should be renamed” [13]. In this 
case the cards that had to be sorted were those 
extracted from the user’s list of Facebook friends. The 
card sorting session consisted of four consecutive 
phases. In each phase the user was assigned to 
categorize 25 friends. During the session we asked the 
participant to think aloud, so that we could better grasp 
their mindset and probe them with questions. The end 
result of the exercise was that the participant made a 
categorization of his or her 100 friends. Figure 1 and 2 
give an image of the card sorting session. 

Figure 2. The different cards categorized and labeled. 

The card sorting session4 provided us with valuable 
information in the further development of privacy 

                                                   
4 We want to emphasize that we do not perceive card sorting as 

an alternative privacy solution for the management of 
audiences on SNS. Rather, we consider it to be a research 
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technologies on SNS. We would like to illustrate the 
strength of the alternative solution approach by 
elaborating on two important conclusions derived from 
the results of the card sorting session.  
It was noted that one particular strategy seemed to 
prevail when conducting this exercise. Participants 
employed, in almost all of the cases, the ‘shared 
community strategy,’ where the participants referred to 
multiple community roles (e.g. classmate) of those they 
categorized. This leads us conclude that the different 
communities in which one is involved exerts a major 
influence on how one perceives/ organizes his or her 
environment.  
Overall, the participants liked the card sorting session 
because it provided them with an overview of who their 
audience was. Apart from using these ready-made 
categories, we argue that for effective privacy 
management, a visualization of those present in the 
friendslist, based on their preferred audience 
management strategies, can also have a privacy 
enhancing effect.  
Within our user study, we could have focused on how 
users are currently organizing their audiences by 
researching their use of various elements on Diaspora, 
circles on Google+ and lists and groups on Facebook. 
By adopting this procedure, however, we would 
overlook much valuable information because not all 
friends are grouped or listed [14,15,16]. Moreover, we 
would limit ourselves to the options made available by 
online social network providers. Instead we moved 
beyond studying the existing practices of SNS users 
and focused on how they could manage their audience.  
 

                                                                                     
method to study the social requirements of potential privacy 
solutions.  

The added value 
Although the study of the practices on SNS and the 
‘when’ and ‘how’ of using privacy technologies as 
provided by online social network providers can be 
useful, it has its limitations as well. A fortiori in view of 
the fact that commercial online social network providers 
may hold different opinions on privacy than the user 
might have [17]. We strongly encourage studying social 
privacy through the development of alternative privacy 
technologies. This approach has three main strengths. 
It questions the social privacy policy of SNS, just as 
PETs question its informational counterpart. It moves 
beyond the social privacy policy of social network sites 
providers, which broadens up the scope of social 
privacy research. The user is brought into the 
development of new privacy solutions, which facilitates 
the embedding of these into their everyday practices. 
Considering the card sorting session, the different 
audience management strategies, as indicated by the 
participants, can be used as a framework for access 
control models and/or feedback and awareness tools. 
 
Conclusion 
This work illustrates a new and critical approach in 
researching social privacy on SNS. Specifically, we 
outlined an alternative solution approach that questions 
the social privacy policy of social network sites 
providers and brings the user into the development of 
new privacy technologies.    
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