
  

You’ve Got Mad Skillz: Exploring the 
Role of Privacy Skills and Knowledge 
in Social Media Use 

 

Abstract 
While many people regularly sign in to their favorite 
social media platforms and broadcast their life updates, 
research demonstrates that users have a variety of 
privacy concerns and enact a medley of behaviors to 
protect their personal information. However, research 
also finds an incongruity between users’ privacy 
concerns and behaviors, and has documented an array 
of turbulent situations in which privacy expectations 
were not met. Although traditional privacy frameworks 
offer a basis for current privacy measures, one area 
worth investigating further is users’ social media skills. 
This article brings to the forefront the role that these 
skills and knowledge may play in users’ privacy 
thoughts and behaviors online, and argues that future 
privacy measures should incorporate theoretical 
aspects related to this domain. 
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Introduction 
According to theories exploring interpersonal privacy, 
people desire to control and manage access to their 
personal information [1, 13]. To that end, they 
construct imagined boundaries around their information 
and use verbal and non-verbal signals to help indicate 
these boundaries to others [13]. For example, a person 
may close a room’s door to symbolize to others that the 
forthcoming information should not be shared.  

Many of the propositions of these original privacy 
management theories are still relevant when discussing 
privacy in networked environments. However, since 
these frameworks focus on face-to-face settings, they 
often unintentionally neglect a relationship between the 
person and the technology mediating the social 
interactions—a relationship that may impact privacy 
concerns and behaviors in networked environments. 
Digital inequality research consistently shows that 
these relational variables, like frequency of technology 
use and Internet skills, impact how people use the 
Internet and its services/applications, including how 
they share and protect their information online [3, 6, 
11]. Put another way, users’ privacy behaviors and 
concerns on social media may in part be because of 
their relationship with, and understanding of, the 
mediating technology itself.  

Privacy management in technology-mediated contexts 
requires additional knowledge and skills that are not 
necessary in face-to-face contexts. Privacy 
management in networked environments in particular is 
complex because users must navigate and 
communicate in spaces with large, diverse, and 
invisible audiences, while adjusting to communication 
that is persistent, archivable, easily shareable, and 

searchable [2]. Theoretically, privacy management on 
social media requires both social and technological 
skills and knowledge [5, 14, 15]. Below I outline the 
social and technological aspects in more depth, and 
explore how they may ultimately shape the way users 
think and behave with regard to privacy. 

Technological Skills 
Privacy management on social media requires a set of 
technological competencies including a basic 
understanding of how the technology functions, as well 
as which tools exist and how to use them. Research 
that has integrated privacy and technological skills finds 
that users who have more Internet-related skills also 
tend to engage in more privacy-enhancing behaviors 
online for both informational [11] and interpersonal [3] 
activities.  

While users can engage in a wide variety of social 
strategies to protect their personal information, in order 
to manage their privacy in desired ways, users must 
understand the structure within which they are 
operating and discern what they can and cannot 
control. For example, on a social network site, to best 
understand who is in one’s potential audience, a user 
must take into account how a site’s broadcast algorithm 
influences who sees which content and when [8]. 
Furthermore, while many sites give users a variety of 
buttons and dashboards to help them technologically 
enforce their privacy, these features are only useful if 
users are aware that they exist, know where to find 
them, and use them effectively. These include buttons 
that allow users to prune, remove, edit, and untag 
already existing information, as well as more stable 
privacy settings that allow users to designate who can 
and cannot see certain bits of information. While some 



 

users may use the technology in strategic ways, others 
may be missing out because they don’t have a grasp on 
the overall picture. Their desired levels of privacy may 
not align with their actual privacy, and they may be 
unaware of this. Further, some users may not 
implement the technology because they lack the self-
efficacy to do so or are uncomprehending of its 
importance. Some research has found that users who 
have fewer privacy concerns also have less 
understanding of the mediating technology [12]. 

Social Skills 
Beyond knowing how to use the technology, as 
individuals take to the Internet for everyday 
interactions, users must have a set of social skills to 
navigate interpersonal interactions. These skills 
incorporate social skills from everyday face-to-face 
settings as well as new skills and knowledge that 
specifically address characteristics of networked 
environments related to norms, audience, and content 
longevity [2, 10]. In today’s society where our online 
presences increasingly play an important role in 
impression formations and on- and offline 
opportunities, users must also have an understanding 
of the importance and consequences of their behaviors 
in these spaces. 

Inherent in this social privacy literacy then is a user’s 
understanding of audience and context. Some users in 
networked environments may struggle to reach 
desirable levels of privacy or to express privacy 
concerns because they misperceive their audiences. 
Beyond the technology constraining cues about 
audience compositions, for many this may be their first 
time interacting in spaces with such large and diverse 
audiences, forcing them to rely on an imagined 

audience that may or may not be reflective of the 
actual audience [10]. In a world where we adapt our 
behaviors based on our audience, a misunderstanding 
between one’s perceived and actual audience could 
prove detrimental to one’s reputation, relationships, 
and opportunities. However, even when trapped within 
the confines of social network sites, users’ social skills 
can help exert agency when it comes to privacy 
management by incorporating anonymity, 
steganographic practices, and lowest common 
denominator strategies [4, 8].   

Measurement 
Since today’s networked environments are often 
“public-by-default, private-through-effort” [4], future 
privacy measures should incorporate aspects of users’ 
social and technological skills. Most privacy frameworks 
and current measures focus on users’ concerns and/or 
behaviors without taking into account a user’s 
relationship with and understanding of the mediating 
technology. Such information may give researchers 
further insight into why people think or behave in 
certain ways with respect to their privacy management, 
or why at times there are misalignments between 
users’ concerns and behaviors. For example, some 
people may not use the list functionality that Facebook 
provides to segregate their audiences because they do 
not know it exists or they may feel overwhelmed using 
it. Or some users may share certain kinds of content 
because their imagined audiences contain only their 
friends, and they overlook their professional contacts 
who also happen to be in the audience passing 
judgments. That is, some may lack concern because 
they do not have a good understanding of their 
information reach.  



 

Both qualitative and quantitative assessments can be 
used to analyze privacy skills. Some researchers have 
already begun to find unique ways to assess different 
aspects of these skills [e.g., 6, 7, 9, 11], such as by 
asking participants about their knowledge of and 
familiarity with related terms, or having them indicate 
whether certain statements are true or false. For 
example, Hargittai and Litt created a privacy-related 
Internet skills measure by adapting a more general and 
validated Internet skills assessment [7]. The measure 
asked participants to rate their understanding of a list 
of privacy- and audience-related terms on a scale from 
1-5 including items like “limited profile”, “tagging”, and 
“privacy settings”. They found that such privacy skills 
impacted how often young adults adjusted their social 
network site profiles’ content or privacy settings with 
an employer audience in mind. However, more 
measurement work needs to be done. Qualitative 
methods, like interviews and observations, may be 
needed initially to help researchers analyze people’s 
actual privacy behaviors, concerns, and 
understandings. However, at the same time, scholars 
can build validated survey questions from these data to 
assess privacy-related measures on larger groups. 
Theoretically such social and technological skills impact 
how people come to understand their audience and 
privacy in networked environments, and we as 
researchers will need to better incorporate these 
concepts into our future privacy measures. 
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