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Abstract 
This following paper (1) summarizes findings from 
research conducted with undergraduates, graduate 
students, and staff at Michigan State University on their 
use of the social network site Facebook, highlighting an 
evolution in measurement of users’ privacy concerns 
from a broad-based to granular focus on specific 
outcomes that could affect users; and (2) describes two 
frameworks through which to consider privacy 
management and privacy concerns: Petronio’s 
Communication Privacy Management theory and 
context collapse. It concludes with a series of questions 
that researchers should consider as this line of research 
develops. As the study of social media and privacy 
becomes increasingly interdisciplinary—and as these 
sites evolve at an increasingly rapid pace—it is 

essential that the measures and frameworks privacy 
researchers employ reflect this interdisciplinary nature. 
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Introduction 
A users’ privacy attitudes and behaviors play an 
integral role in determining how they use social media, 
and have a number of potential impacts on outcomes of 
use. Rather than a static process of isolation, privacy 
should be viewed as dynamic and interactive; Altman 
[2] defines privacy as “the selective control of access to 
the self” (p. 24) and argues it can be regulated through 
social interactions. In the online space, this regulation 
may take a number of forms: a user may choose to 
limit the audience for a post, to alter the content of a 
message to make it appropriate for a wider audience, 
or to simply not share content at all. In addition, the 
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decision of if, what, and how to share content with 
others online may be moderated by a number of 
factors, including users’ privacy concerns, which can 
include a variety of specific (e.g., a potential employer 
viewing content that impacts hiring decisions) and 
general (e.g., identity theft) threats users may feel 
when using a site.   

Since Facebook’s earliest days, academics have studied 
the relationship between users’ privacy attitudes and 
behaviors and their disclosures on the site. Early work 
pointed to a privacy paradox, with researchers finding 
little to no correlation between students’ reported 
privacy concerns and information disclosed in their 
profiles [1, 13]. However, more recent research has 
shown students’ concerns to be correlated with 
decreased disclosures [8, 10, 11]. This finding could be 
due, in part, to the changing environment of the site, 
from a more closed environment for college students to 
a more open site anyone could join, as this led to 
significant increases in both the size and diversity of 
users’ Friend networks on the site. Research also 
suggests SNS users may mitigate some concerns 
through use of privacy settings, which allows them to 
restrict access to their profile and to specific pieces of 
content [4, 14].  

Measurement of privacy concerns and behaviors has 
also evolved over time, from a much broader-based, 
non-technical focus (e.g., [1]’s “privacy policy”) to 
concerns more specifically related to the technology 
generally (e.g., [11]’s cyberstalking and hacking) and 
SNSs specifically [8, 14]. Whether this evolution is an 
improvement, however, has yet to be proven.  

Given the interdisciplinary nature of privacy and its 
critical role in understanding how and with whom 
content is distributed across social media systems, this 
paper aims to open a discussion on privacy measures 
by first presenting recent findings and then highlighting 
two frameworks through which to examine privacy.   

Increasingly Granular Measures of Privacy 
Findings from three studies will be briefly highlighted to 
show the evolution of privacy concerns measures from 
a more general to more specific focus, and how this 
evolution impacts relationships between variables. 

In the first study [12], which used an undergraduate 
sample, we supplemented [11]’s more general privacy 
concerns scale with three Facebook-specific items: 
private messages and inappropriate photos being 
posted publicly, and an employer viewing incriminating 
content. The decision to move from more broad-based 
items to more specific concerns users may have was 
driven by the changing nature of users’ network 
composition as well as the increasing focus being 
placed on public disclosures on the site. This study 
found a complex interaction between users’ privacy 
behaviors and attitudes, willingness to disclose 
information, interaction with other users, and 
perceptions of social capital, suggesting privacy impacts 
both site use and outcomes. 

The second study [14] used a sample of graduate 
students and included 10 privacy concerns items, four 
from [11] and six original items that increased the 
focus on more specific concerns users may have. EFA 
led to a three-factor solution. The first factor, 
Information Leakage Concerns, included three items 
about content being shared with unintended audiences. 



 

The second factor, Posting Concerns, included three 
items measuring concerns about audience that led one 
to alter posting habits. The third factor, Identity Theft 
Concerns, included two items that addressed concerns 
about identity theft and the user’s account being 
hacked. In analyses, only Posting Concerns (α=.79, 
M=3.22, SD=.972) was used. 

Using structural equation modeling, I tested a series of 
hypotheses regarding the impact of context collapse—
the flattening of multiple distinct audiences into a 
homogenous group, e.g., Facebook “Friends”—privacy 
settings, and privacy concerns on various 
characteristics of users’ public disclosures on Facebook. 
Results indicated that as users’ Posting Concerns 
increased, their posting frequency decreased, 
supporting work with different populations [8, 10, 11] 
and providing support against the privacy paradox. 
Perhaps the more interesting finding from this study 
was the significant relationship between network 
composition and use of the “Friend List” feature: users 
with larger and more diverse networks were more likely 
to use advanced privacy settings. This finding suggests 
that at least some users are taking advantage of the 
site’s features to mitigate the effects of context 
collapse. It was further supported by a series of follow-
up analyses showing that, among those who used 
Friend Lists, updates that went to a List (rather than 
one’s entire network) were more honest, intimate, 
detailed, and sincere. 

The third study, which used a sample of non-faculty 
support staff and is currently unpublished (see 
Appendix of [15] for instrument), dramatically 
overhauled the privacy concerns items. In constructing 
a new set of items, thought was given to the specific 

affordances of SNSs, as well as how media influence 
users’ perceptions of these sites. No general constructs 
were included in this set of items; rather, individuals 
were asked to rate their level of concern about 12 
“potential privacy risks that arise when you share your 
personal information on Facebook” on a five-point scale 
(1=Not at all concerned to 5=Very concerned). EFA led 
to removal of one item, with the remaining 11 loading 
on a single factor (α =.907, M=2.95, SD=.99).  

Initial analyses found no significant differences in the 
level of privacy concerns users perceived across sex, 
age, network size, or network diversity. Compared with 
White users (M=2.90, SD=.98), minorities (M=3.32, 
SD=.99) expressed significantly higher privacy 
concerns, t(405)=2.67, p<.01. Using advanced privacy 
settings (r=.15) and setting one’s profile to “Friends 
only” (r=.16) were significantly correlated with privacy 
concerns. Women (X2=10.80, p<.001) were 
significantly more likely to have their profile set to 
Friends only, and this group was significantly younger 
(Mage=42.5 vs. Mage=49), t(60.60)=4.12, p<.001. While 
privacy was not the primary focus of this study, it still 
provided an important step in continuing to develop 
measures of privacy concerns and evaluate the 
relationship between users’ attitudes and behaviors.  

Theoretical Frameworks for Examining 
Privacy Concerns in Online Spaces 
As the issues surrounding privacy and disclosures in 
online spaces are interdisciplinary, it is essential that 
researchers consider a range of theories and 
frameworks when evaluating research questions about 
the relationships between these variables. Here I 
propose two frameworks I believe are appropriate for 
the kinds of analyses described above. 



 

Derived largely from Altman’s [2] work on privacy, 
Communication Privacy Management (CPM) theory [9] 
provides a framework through which to help 
understand the “mental calculus” individuals go through 
when deciding whether to reveal or conceal a piece of 
personal information to another person. CPM notes the 
importance of disclosures to relational development and 
maintenance processes; however, Petronio notes these 
benefits are balanced by risks of disclosing too much, 
to the wrong people, at the wrong time, etc.  

Petronio [9] holds that privacy and disclosures fall at 
opposite ends of a spectrum and function in 
incompatible ways. “Disclosure is not privacy and 
privacy does not represent the act of disclosure… 
disclosing implies that we are giving up some measure 
of privacy” (pp. 13-14). In other words, one cannot 
maintain privacy once a self-disclosure has been made. 
Rather, individuals employ a variety of strategies to 
manage dissemination of private information. In online 
spaces such as Facebook, users have numerous 
features available to aid in managing disclosures, 
although research suggests only a minority of users 
actually use these features [14]. More recently 
launched SNSs, which have made these features more 
prominent (e.g., Google Plus’ Circles) have yet to catch 
on with mainstream audiences, although initial research 
suggests that among the existing userbase, selective 
sharing is common [7]. 

While Petronio’s theory generally focuses on the 
privacy-disclosure relationship at the more dyadic level, 
it is also important to consider it at the network level. 
It is here the affordances of SNSs may have the most 
significant impact on how the relationship between 
users’ privacy attitudes, behaviors, and their disclosure 

and interaction decisions. For this analysis, we can 
apply the framework of context collapse, which is 
derived from research on self-presentation. Goffman 
[5] described self-presentation as a performance in 
which individuals highlight certain traits while muting 
others. These presentations vary based on the audience 
for whom one is performing. SNSs complicate this 
process because of context collapse—the flattening of 
individuals’ many audiences into a single, homogenous 
group (e.g., Facebook Friends) who generally receive 
the same version of self through public status updates. 

When considering the relationship between privacy and 
disclosures, context collapse offers both benefits and 
barriers to individuals. On one hand, SNS users can 
quickly diffuse information across their network and 
facilitate interaction across diverse groups. Likewise, 
the ability to share content with a large group of people 
with minimal effort may serve a relationship 
maintenance purpose, especially with one’s weakest 
connections [15]. On the other hand, communicating 
with such diverse others through the same channel 
may become problematic when it prevents one from 
varying self-presentation for different audiences, or 
when a Friend views content inconsistent with the 
version of self typically presented. When facing this 
challenge, [6] suggests employing a “lowest common 
denominator” approach, whereby only content 
appropriate for all audiences should be shared. Users 
may also employ advanced privacy settings to 
segregate audiences, so they can still share relevant 
content with their various connections. A few studies 
show preliminary support for this argument [4, 14], 
although it is likely that users employ a number of 
strategies when making decisions regarding what and 
with whom to share content online. 



 

Conclusions 
The studies presented here offer some preliminary 
reflections to better operationalizing privacy attitudes 
and behaviors within the social media space, but many 
questions still need to be addressed. Do measures need 
to be site specific or can they be cross-contextual? Are 
more granular items better for tapping into the “pulse” 
of users’ concerns or do they risk missing the more 
general and over-arching concerns users may have 
about social media use? Why do researchers continue 
to find conflicting results when looking at the 
relationship between privacy attitudes, settings, and 
behaviors on SNSs? These questions need to be 
addressed as researchers continue to explore and 
evaluate users and use of new communication 
technologies. The frameworks presented in the second 
half of this paper are two of many that should be 
considered when studying these variables.  
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