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Abstract

Privacy researchers often find that individuals behave
in ways inconsistent with their stated privacy
preferences. Often, however, these privacy concerns
are expressed in the decontexualized setting of the
study. The Experience Sampling Method (ESM) is a
useful technique to address this shortcoming by
querying individuals in context as they go about
everyday practices. Mainstream adoption of
smartphones offers the potential to deploy ESM in a
convenient manner with a broad reach across the
population. Toward this end we present LocasaESM –
a system for deploying ESM studies via smartphones.
LocasaESM is currently being used to gather data on
preferences regarding location privacy. We hope that
workshop discussions will generate ideas for other
ESM studies and provide suggestions for enhancing
LocasaESM as a tool for privacy investigations.
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Introduction

Privacy researchers often find that individuals behave
in ways inconsistent with their stated privacy
preferences. In particular it has been found that,
despite expressing privacy concerns, individuals
engage in privacy compromising online behaviors, in
interpersonal [2] as well as consumer [6] contexts. One
of the factors contributing to this “privacy paradox” is
the decoupling of the circumstances in which
privacy-affecting behaviors occur from the time at
which privacy concerns are expressed (typically during
the course of a survey or an interview).

The Experience Sampling Method (ESM) [5] is a useful
technique to address this shortcoming by querying
individuals in context as they go about everyday
practices. For example, privacy studies have utilized
ESM to study preferences for disclosure of location
information [1,3]. Due to the technological environment
prevalent at the time when earlier ESM privacy studies
were conducted, researchers typically needed to
supply participants with mobile devices, such a a Palm
Pilot or a pager. These devices periodically prompted
participants for their experience and participants then
responded via the device itself [3] or separately using
paper-and-pencil [1].

As feature-rich mobile phones became ubiquitous, it
was no longer necessary to impose the burden of
carrying a separate device, leading to the development
of MyExperience: a comprehensive system for
conducting ESM investigations using mobile
phones [4]. The MyExperience system also exploited
sensory capabilities of the phones for automated
context capture and allowed sampling experience
based on a variety of triggers. However, the Windows

Mobile 2005 platform, on which MyExperience was
implemented, gained only limited market adoption, thus
limiting the population that MyExperience could
sample. Further, the interface for answering questions
on these phones was not as seamless, efficient, and
convenient as that of a traditional computer, or even of
paper-and-pencil. Cumbersome user experience often
lowers response rates.

The past couple of years have seen widespread
adoption of smartphones and tablets with advanced
computing capabilities and, more importantly,
seamless and efficient user interfaces based on finger
touch and gestures. To utilize the potential of these
developments for increasing the convenience and
reach of ESM studies we built LocasaESM – a system
for deploying ESM studies via smartphones. We
describe the architecture of the LocasaESM system
and discuss its relevance for the workshop on
Measuring Networked Privacy.

LocasaESM: System Description

The system architecture of LocasaESM is shown in
Figure 1. A study participant installs the LocasaESM
app on his or her smartphone. The app runs the
LocasaESM service in the background. As Figure 1
indicates, the service is the central component of the
LocasaESM system. It reads details of the study from
the protocol, executes the study on the smartphone,
and records participant responses as well as
smartphone sensor data to a secure database.
Capturing smartphone sensor data allows augmenting
the responses with contextual details without
burdening the participant, thus allowing the questions
to focus solely on the research goals of the study.
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Figure 1: LocasaESM System Architecture

Study Protocol
The protocol for an ESM study to be conducted via
LocasaESM consists of two parts:

1. Questionnaire: The questionnaire is the set of
questions derived from the research goals of the
study. The questionnaire is presented to the
study participant at times derived from the given
timing scheme and parameters.

2. Timing Scheme and Parameters: The timing
parameters describe when the study starts and
ends along with constraints, such as quiet
periods and blackout dates during which
questionnaires should not be presented. Other
constraints, such as the number of
questionnaires per day and the minimum time
between two questionnaires, can also be
included. Within permissible parameters,
questionnaires are presented to the participant
based on the desired timing scheme. The most
straightforward scheme is times chosen at
random. LocasaESM can also exploit the
opportunities presented by its smartphone
environment to enable more sophisticated and
“context-aware” timing schemes. For instance,
questionnaires could be presented right after
finishing a phone call or at specific locations or
based on activity indicators suggested by
accelerometer readings and so on. This flexibility
can greatly enhance the researcher’s ability to
maximize the likelihood of capturing experiences
at the most opportune moments. In privacy
studies, for instance, collecting responses during
or right after privacy-affecting experiences could
be particularly useful.



The separation between the specification and the
execution of the study makes it easy to use
LocasaESM for conducting a wide variety of EMS
studies simply by specifying different study protocols.
Moreover, the study protocol could be specified using
an XML-based structured language, either directly or
via a GUI front-end, eliminating the need for
researchers to be skilled in computer programming.

Discussion

LocasaESM is currently implemented for smartphones
running the Android OS. We also wish to extend the
implementation to include other mobile
platforms – specifically, iOS and Windows – to
broaden the population base that can be included in
ESM studies conducted with the system.

We are currently using LocasaESM in an ongoing ESM
study examining preferences and practices for
disclosure of location information. We will present
preliminary results of the study at the workshop. We
are interested in collective discussion on developing
other interesting ESM studies that could be conducted
using LocasaESM. We will make LocasaESM available
to those who may be interested in carrying forth some
of these study ideas. We hope that the discussions will
also identify how LocasaESM could be further
enhanced to accommodate a wide range of ESM
studies so that it can be released as an open source
tool for the research community.
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