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Conceptual Underpinnings
Smith, H.J., Dinev, T., and Xu, H. "Information
Privacy Research: An Interdisciplinary Review,”
MIS Quarterly (35:4) 2011, 989-1015.



Review a sample of 320 privacy articles
and 128 books and book sections:
 Most

of the empirical studies to date have
focused on individual perceptions
 Group-level and organizational-level of
analysis have received less attention
 Empirical studies will add the greatest value if
they focus on actual outcomes
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Themes
What is privacy?
Why do we need privacy?
Does context matter?

Privacy
Research
Review

Technology and Privacy
Privacy and Other Privacy‐
Related Concepts
Behavioral Aspects of Privacy

Smith, H.J., Dinev, T., and Xu, H. "Information Privacy Research: An
Interdisciplinary Review,” MIS Quarterly (35:4) 2011, 989-1015.

Three Themes
• What is (and is not) information privacy?
– There is no single concept of privacy that crosses all disciplines and that is
embraced by all observers. There are ongoing debates regarding the
distinction, if any, between information privacy and related constructs such as
security.

• What is the relationship between information privacy and
other constructs?
– There are competing research assumptions and paradigms associated with
empirical research into various nomological models that include information
privacy.

• To what extent does context matter in the relationships
between information privacy and other constructs?
– There is disagreement regarding the extent to which these relationships can
be generalized across contexts, such as types of information, different
industries, and new technological applications.
Smith, H.J., Dinev, T., and Xu, H. "Information Privacy Research: An Interdisciplinary Review,” MIS Quarterly (35:4) 2011, 989-1015.
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Users' Collective Privacy
Management in Social Media
Frequently
“befriending”
each other

 Users’ social interactions in SNS generate a
large volume of personal data
 Dynamic interpersonal interactions with rich
data exchange

Tagging a friend
in a shared
photo

Linking to a
friend’s profile
in a wall post

Users are actively creating contents that may
not only reveal their own identities but also
connect with their social ties

Friendship Page Between You and Your Friend

Using Contextual Integrity to Examine
Interpersonal Information Boundary on
Social Network Sites
Proceedings of the ACM Conference on
Human Factors in Computing Systems
(CHI 2013)

Collaborative Privacy Practices
The patient care team
member who retrieved
the information?

Collaboration is an essential aspect of patient care
in hospitals. But, in these settings, it is often
unclear who is responsible for the information.

The team member who
the information was
shared with?

The team member who
used the information?

The privacy-enforcing actions of one team member
will affect the ability of other members to carry out
their tasks.
 E.g., changing the access rights to a particular piece of
information.

Research Motivation
Collaborative Privacy Practices
Our Research
Objective: Investigate why and
how people enact collaborative
privacy practices (CPP) in
information-intensive
environments (e.g., emergency
departments in hospitals)

CPP: Technical & operational
activities of gathering, handling
and securing personal data that a
group or team of people
undertakes to identify and
resolve a shared information
need

Privacy Literature
Lack of Team-Level Research:
“Of particular note is that there
have been very few studies that
considered privacy at the small
group level. Of course, it is at
the small group level that many
supra-organizational policies
and practices come to rest, so
the paucity of studies at this
level strikes us as a significant
weakness in the privacy
literature stream.”
Smith, H.J., Dinev, T., and Xu, H. "Information
Privacy Research: An Interdisciplinary Review,"
MIS Quarterly (35:4) 2011, page 1007.

Children Online Safety
Conceptualizing
Privacy for the
Adolescent
Cohort

Parental Online
Mediation
Strategies

Designing Privacy
Awareness, Training
& Intervention
Program

Is This App Safe for Children? A Comparison
Study of Maturity Ratings on Android and
iOS Applications
Proceedings of the 22nd International World
Wide Web (WWW) Conference
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Law: Privacy = “Right to be left alone”(Warren and Brandeis 1890).

Computer Science
 Privacy: Access control
•
•
•

role-based access control
behavior-based access control
…

Computer Science
 Privacy: identity management solutions to address
• anonymity, unlinkability, unobservability, or pseudonymity

Social Psychology, Marketing, and IS
 Frequent linkage of privacy and control

Privacy = Control
Privacy is defined as an individual’s ability to control the
terms by which their personal information is acquired and
used (Westin 1967)
“Personal control” was
identified as the
psychological concept
central to the
conceptualization of
privacy (Margulis 2003).

Privacy
&
Control

Stone et al. (1983)
defined privacy as
“the ability of the
individual to control
information about
one’s self.

Privacy as an interpersonal boundary regulation process
through which self achieves desired level of privacy by
negotiating with the environment (Altman 1975).

Privacy != Control


“Privacy as control” is
misleading (Waldo et al. 2007)
 Scenario:

a person chose to
reveal intimate details of his life
on national television



Privacy is more than control
 Laufer

and Wolfe (1977) identified control as a
mediating variable in a privacy system by arguing
that “a situation is not necessarily a privacy situation
simply because the individual perceives,
experiences, or exercises control” (p. 26).

What is Privacy?


Privacy scholars “do not agree...on what privacy
is or on whether privacy is a behavior, attitude,
process, goal, phenomenal state, or what”
(Margulis 1977, p.17)



“The notion of privacy is fraught with multiple
meanings, interpretations, and value judgments”
(NAC 2007).

Privacy "is in disarray and nobody can
articulate what it means" (Solove 2006, p. 477)
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What is Control?


Solove (2002) noted that “theorists provide
little elaboration as to what control really
entails…” (p. 1112).



In HCI: often interpreting control as
individual ability
 Opt-in/Opt-out

Choice
 Privacy Control Features
 Privacy Enhancing Technologies
…
24

Control is more than Individual Choice
Given disparities in knowledge and
power in the process of data collection
and transfer, Schwartz (1999)
questions whether individuals are able
to exercise meaningful control over
their information in all situations.
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Control Agency


Control agent: “a person or a collective who can
cause a particular outcome”
 self



 personal control
people would especially feel their autonomy to a greater extent
(Yamaguchi 2001).

 powerful



a

other (s)

 proxy control
an attempt to align oneself with a powerful force in order to gain
control through powerful others (Yamaguchi 2001).

group or collective



 collective control
attempts to control the environment as a member of a group or
collective (Yamaguchi 2001).

Xu, H. (2012). “Reframing Privacy 2.0 in Online Social Networks,” University of Pennsylvania Journal of
Constitutional Law, Vol. 14, No. 14, pp. 1077-1102.
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Privacy Assurance Approaches
 Personal Control Agency
Individual

Self-protection

 Behavioral

Approaches

 reading

privacy policies,
 refusal to information disclosure,
 information misrepresentation,
 removal from the mailing lists,
 negative word-of-mouth,
 complaining, and etc.
 Privacy
 Users

Enhancing Technologies

directly control the flow of their personal
information to others

Privacy Assurance Approaches
 Proxy Control Agency
Industry

Self-regulation

Setting of standards by an industry group
or certifying agency (Culnan and Bies 2003)
 Voluntary adherence to the set standards
by members


Government


Regulation

Relies on the judicial and legislative
branches of a government for protecting
personal information (Swire 1997)

Privacy Assurance Approaches
 Collective Control Agency
 Tools

and approaches that that allow individuals and their
social group members collectively acting as the control
agents to exercise collective control over the information
flow.

Mohamed, S., Said, M., Hudel, C. ROAuth: Recommendation Based Open Authorization, Proceedings of
the 7th Symposium on Usable Privacy and Security (SOUPS), 2011

Related Publications


Xu, H., Teo, H. H., Tan, B.C.Y., and Agarwal, R.
(2012). “Effects of Individual Self-Protection, Industry
Self-Regulation, and Government Regulation on
Privacy Concerns,” Information Systems Research,
Vol. 23, No. 4, pp. 1342-1363.



Xu, H., Crossler, R. E., and Bélanger, F. (2012). “A
Value Sensitive Design Investigation of Privacy
Enhancing Technologies in Web Browsers,” Decision
Support Systems, Vol. 54, No. 1, pp. 424-433.



Xu, H. (2012). “Reframing Privacy 2.0 in Online Social
Networks,” University of Pennsylvania Journal of
Constitutional Law, Vol. 14, No. 14, pp. 1077-1102.
31

32

Privacy

Privacy
Concerns

The complexity of and inconsistencies in
defining and measuring privacy, per se
 There has been movement toward the
measurement of privacy “concerns” as the
central construct
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Existing Scales
Concern for Information
Privacy (CFIP)
1

Focus: Organizations’
responsibilities for the
proper handling of customer
information

Internet Users’ Information
Privacy Concerns (IUIPC)
2

Focus: Individuals’
perceptions of fairness /
justice in the context of
information privacy

CFIP: 15-item scale (Smith et
al. 1996)

IUIPC: 10-item scale (Malhotra
et al. 2004)

 Collection of personal
information,
 Unauthorized secondary use of
personal information,
 Errors in personal information,
and
 Improper access to personal
information

 Collection of personal
information,
 Control over personal
information, and
 Awareness of organizational
privacy practices

• IUIPC (2004)
Collection
– (1) It usually bothers me when online companies ask me for personal
information.
– (2) When online companies ask me for personal information, I
sometimes think twice before providing it.
– (3) It bothers me to give personal information to so many online
companies.
– (4) I’m concerned that online companies are collecting too much
personal information about me.

• CFIP (1996)
Collection
– C1 It usually bothers me when companies ask me for personal
information.
– C2 When companies ask me for personal information, I sometimes think
twice before providing it.
– C3 It bothers me to give personal information to so many people.
– C4 I am concerned that companies are collecting too much personal
information about me.

CFIP (1996)
Errors
– E1 All the personal information in computer databases should be doublechecked for accuracy—no matter how much this costs.
– E2 Companies should take more steps to make sure that the personal
information in their files is accurate.
– E3 Companies should have better procedures to correct errors in personal
information.
– E4 Companies should devote more time and effort to verifying the accuracy of
the personal information in their databases.

Secondary Use
– SU1 Companies should not use personal information for any purposes unless it
has been authorized by the individuals who provided the information.
– SU2 When people give personal information to a company for some reason, the
company should never use the information for any other purpose.
– SU3 Companies should never sell the personal information in their computer
databases to other companies.
– SU4 Companies should never share personal information with other companies
unless it has been authorized by the individuals who provided the information.

Unauthorized Access
– UA1 Companies should devote more time and effort to preventing unauthorized
access to personal information.
– UA2 Companies should take more steps to make sure that the personal
information in their files is accurate.
– UA3 Companies should take more steps to make sure that unauthorized people
cannot access personal information in their computers.

• IUIPC (2004)
Control
– (1) Consumer online privacy is really a matter of consumers’ right to
exercise control and autonomy over decisions about how their
information is collected, used, and shared.
– (2) Consumer control of personal information lies at the heart of
consumer privacy.
– (3) I believe that online privacy is invaded when control is lost or
unwillingly reduced as a result of a marketing transaction.
Awareness (of Privacy Practices)
– (1) Companies seeking information online should disclose the way the
data are collected, processed, and used.
– (2) A good consumer online privacy policy should have a clear and
conspicuous disclosure.
– (3) It is very important to me that I am aware and knowledgeable about
how my personal information will be used.

General vs. Context-Specific
Concerns For Information Privacy
• Some have treated it as a general concern
of worries over possible loss of information
privacy across contexts (e.g., Awad and
Krishnan 2006; Bellman et al. 2004; Dinev and Hart
2006; Smith et al. 1996).

• Others have approached it as a contextspecific concern for information privacy
regarding particular websites or
technologies (e.g., Bansal et al. 2008; Junglas et al.
2008; Oded and Sunil 2009; Pavlou et al. 2007).

Malhotra et al. (2004, p. 349) has made a
call for research on examining privacy
concerns “at a specific level”:
• … privacy research in the IS domain has paid
little attention to consumers’ perceptions specific
to a particular context... However, our findings
clearly reveal that to have a complete
understanding of consumer reactions to
information privacy-related issues, researchers
should examine not only consumers’ privacy
concerns at a general level, but also consider
salient beliefs and contextual differences at a
specific level.

40

Daniel Solove’s Privacy
Taxonomy
(2006)
Theoretical
Foundation

Communication Privacy Management (CPM) Theory

– developed a taxonomy of information practices and activities,
which maps out various types of problems and harms that
constitute privacy violations

Privacy as Contextual
Integrity (Nissenbaum 2004;
2010)
1. Context
 Circumstances in which the
information flows are situated in

Attributes

2. Actors

Context

Actors

 Information recipient (who receives
information),
 Information subject (whom the
information is about), and
 Information sender (who transmits
the information)

3. Attributes
 Types of information in the
information flow

Transmission
Principles

4. Transmission Principles
 Constraints to the information flow
from one party to another in a
given context

Communication Privacy
Theoretical
Foundation
Management
(CPM)
Theory
Communication Privacy Management (CPM) Theory
Information Flow

Boundary of Information?
Information
Subject

Information Flow

Information
Recipient

– After individuals disclose their personal information, the
information moves to a collective domain where
collectives (i.e., data subjects and data recipients)
manage mutually held privacy boundaries (Petronio 2010).

Boundary Setting
•
•
•
•
•

Cultural criteria
Gendered criteria
Motivational criteria
Contextual criteria
Risk‐benefit ratio

Data Subjects’ Decisions on Info.
Disclosure

•

Boundary Coordination
• Permeability
• Ownership
• Linkages

Boundary
Turbulence

Collective Privacy Management by Data Subjects and Data Recipients

CPM: Permeability Rules
– Parameters for how much others should know about the private information
within the co-owned privacy boundary (Petronio 2010).

•

CPM: Ownership Rules
– Ownership rules are violated when individuals discover they must change
or readjust their privacy rules to guard against unwelcome intrusions
(Petronio 2010)

•

CPM: Linkage Rules
– Establishing a linkage means data access is granted to another entity to
become a co-owner of private information (Petronio 2010)

Thank you!
Comments or
Questions?
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